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Abstract 
Email has become one of the most important communication tools in modern internet society, and its security is an 
important issue that can’t be ignored. The security requirements of Email can be summarized as confidentiality, 
integrity, authentication and non-repudiation. Recently many researches on IBE (identify based encrypt) have been 
carried out to solve these security problems. However, because of IBE’s fatal flaws and great advantages of PKI 
(Public Key Infrastructure), PKI is found to be still irreplaceable especially in the applications based on smart card. 
In this paper, a construction of security Email is presented, then the design of relatively cryptography algorithms and 
the configuration of certificates are elaborated, and finally the security for the proposed system is discussed. 
© 2011 Published by Elsevier Ltd. Selection and/or peer-review under responsibility of [name organizer] 
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1.  Introduction 
With the developments of Internet, email has become one of the most widely used applications. With 
its convenience and instantaneity, email is one ideal tool for people to communicate with others. But up 
to present most users don’t know how to protect their Internet communications, and even don’t attach 
importance to the security of email. The loss of many important email messages such as individual 
privacy and trade secrets would bring irreparable loss once intercepted by malicious attackers.  
Unfortunately, in most of the email systems used by people no measures are taken to ensure secure 
transmission of email in the network. Here are some typical examples. If email is transmitted in the 
network in clear text, its contents will be exposed once the message is intercepted then fake emails can be 
sent to the receiver. Email message recipient can’t confirm whether the contents are altered or destroyed 
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during the transmission. These problems in email system have limited its further use in some secret 
departments, such as government offices, banks, insurance, customs and taxation. In order to satisfy the 
increasingly urgent security requirements, we must establish a secure mail system to improve the email 
security by employing encryption, digital signatures, integrity checks, and bulk encryption, and many 
other security features in addition to regular email software. The security of email system is important to 
the security of the whole system and it is very meaningful to research on the security of email [1][2]. 
In this paper, a construction of security email has been given, and the algorithm of public key 
cryptography and the design and configuration of certificates have been discussed. Meantime, one 
applied example with standard MS interface KSP is also provided. At last, the security for the proposed 
system is discussed. 
2. RELATED WORK 
As the most effective application of Internet, email has become a standard information exchange tool 
in modern business with its usability, low cost and high efficiency. The security needs of E-mails can be 
summarized as confidentiality, integrity, authentication and non-repudiation which could be achieved by 
Public Key Infrastructure (PKI) [3]. In fact users can send an email with his signature so as to get the 
integrity and non-repudiation by using digital certificates and private keys and get the confidentiality of 
information by using encryption. The most competitive solution is S/MIME (Secure Multipurpose 
Internet Mail Extensions)[4] which employs Hash functions and public key encryption algorithms, such 
as ECC(elliptic curve cryptography ), RSA, MD5, SHA2 to conduct digital signature and encryption and 
allow to send a encrypted message with and sign an agreement which depends on the PKI technology. 
PKI is established to provide information security services using public key theories and techniques. 
Through many years of development, PKI had gotten great advancement and improvement and it is 
widely used in all aspects of the application. In PKI Infrastructure the encryption key is different from 
decryption key in this system, the message senders use the recipient's public key to send encrypted 
information and then the receivers use their proprietary private key to decrypt. This approach not only 
ensures the confidentiality of information, but also ensures the indefensibility. However there is a 
bottleneck in the further development of PKI because of the problems in the certificate management and 
confirmation, the private key management and the actual realization of PKI. 
IBE(identify based encrypt)[5]  was first suggested by Adi Shamir a co-inventor of the RSA public 
key encryption algorithm in 1984. Recently many people have researched on IBE instead of PKI. 
Actually the advantages of PKI are still very evident. The virtues of IBE is that no public key 
management is needed and only the IDs of the users are used; meanwhile the encrypted email contents 
could be automatically decrypted by the server (even a proxy service) or be decrypted by the receiver 
himself using the private key generated by the server. The private key distribution problem has become 
the utmost problem with IBE. The private key generator center needs to securely generate private keys 
while registering users’ request. Once the IBE private key distribution is no longer protected, the whole 
system is no longer applicable. So the security of the whole system relies on the key distribution and 
management. 
So far, PKI is still a wise choice and it gradually develops a variety of certificate and key management 
mechanisms to improve the application of PKI. The email system using PKI based on smart card [6] is a 
major trend, not only to enhance the email security but also to increase usability. 
3. SYSTEM DESIGN AND SOLUTION 
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The design of secure e-mail is mainly in four aspects, (1) the identity authentication of the sender, that 
the recipient can verify the legitimacy of the sender;(2) the non-repudiation of the sender, that the sender 
is unable to deny the mail transmission;(3) Integrity of the message, which prevents the message content 
from being destructed or tampered;(4) Confidentiality of the message, which ensures the message content 
not to be leaked. In fact all these security requirements could be resolved with the PKI system. 
Cryptographic system's security mainly depends on the security of private key, and the smart card 
technology can be said to be the best solution to resolve the current storage security of key with PKI 
system. The smart card can ensure the security storage of private key and certificate, and the related data 
processing could be completed in the smart card in order to avoid data leakage which is caused by 
interaction. Private keys, certificates, user data and any other sensitive information could be stored in the 
hardware medium of smart cards to prevent the attackers from obtaining confidential information. The 
major operations such as encryption, decryption, signature and verification could be completed in the 
smart cards; therefore it can enhance system security and reduce the complexity of software systems. In 
addition the double factor or even multi-factor authentication based on pin, fingerprints etc. have 
provided new directions for the security of smart card.   
In this paper, the basic function of sending and receiving email follows the standard protocols of 
POP3 and SMTP; the public key cryptography algorithm chooses ECC; the symmetry encryption 
algorithm is AES which is widely used; the hash function chooses SHA1 and the certificate management 
is based on smart cards. Related operations of cryptographic functions are implemented on the smart card 
to ensure that private keys and other confidential data are not leaked.
3.1 The Basic Structure of Security Email System 
Email system usually has two different client programs, the C/S and B/S client; typically C/S clients 
download the emails from the mail server with standard POP3 and SMTP agreement and store and edit 
the data on local hard disks, while in B/S model, users could log on mail server in any place with a web 
browser to send and receive emails, and this way is used to meet the needs of mobile users. Email can be 
securely transmitted by using a digital envelop in C/S model. The advantage is that the message is 
confidential, undeniable and can’t be tampered during the entire process from sending to receiving, but 
the disadvantage is that the transmitting channel is out of control and the mail server is easy to be 
attacked outside. B/S client adopt security protocols of transport layer such as security socket layer (SSL), 
it could ensure that transmitting between the client and server is secure and the email address will not be 
exposed, but the disadvantage is that end to end secure communication could not be achieved. 
According to above analysis, SSL safe communication is the first consideration, secondly, the 
certificate and private key should be stored in the smart card. The signature or encryption of messages 
should be generated inside the smart card and the verification and decryption should also be completed 
by the smart card. 
The system includes several major functions: the generation and management of digital certification, 
utilizing of public system, utilizing of digital signature, the establishment of SSL secure tune. The 
structure of security email based on smart card is shown in figure 1: 
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Fig. 1 Structure of security email based on smart card 
3.2 Design Details 
Cryptography algorithm is the first part that needs to be considered. Elliptic curve cryptosystem (ECC) 
tends to substitute RSA as the universal public key cryptographic system with the advantages of high 
security, small key size and good flexibility. ECC was proposed independently by Koblitz and Miller in 
1985 and it is one of the known public crypto methods that provide the best strength-per-bit. ECC is 
obtained by substituting finite group of elliptic curve on finite field for finite group of cryptosystem 
based on discrete logarithm problem.  
In general, the implementation of elliptic curve cryptographic algorithms can be decomposed into four 
levels: arithmetic operating layer, EC point operating layer, ECC mechanism layer and the external 
interface layer. Modular multiplication of larger-number has universal application in cryptography and it 
is the basic operation in most public-key cryptography algorithms. Now Modular multiplication is 
implemented in most of the smart cards, so the ECC algorithms could be completed by the modular 
multiplication hardware or the CPU inside the smart card for secondary development. The hardware is 
chosen in this paper. In addition, symmetric encryption and hash algorithms generally use the embedded 
algorithms supported by the smart card and they also could be developed to meet the specific demands. 
The management and verification of certificate is another most important issue in security email 
system based on PKI. Content parsing could follow the standard format defined by RFC, while the user 
interface is designed to be convenient, efficient and practical.
Certificate generation is designed to be completed by software and hardware. First of all a pair of 
public and private key pair should be generated in the smart card, then the user send the public key 
(which be gotten from the smart card), other information and corresponding signature to the certificate 
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issuer; the user certificate would be generated by the issuer and turned to be stored in the card if the 
signature is valid and verified by the certificate issuer. After those users verify the certificate, if it is 
legitimate, it would be stored in the hardware at last as the cert of the user. According to keys’ function, 
they could be divided into signature keys and encryption keys, the signature keys should not be gotten 
out of the hardware in principle and the encryption keys could be backed up in server. Once some people 
lose the key, some important encrypted messages may be recovered by the server, but the server could 
not forge a signature without a signature key. Moreover, users could verify external certificate with the 
root certificate stored in the smart card, and if the PIN of smart card is forgotten or locked, it could be 
unlocked by using administrator and super password. 
3.3  Applied Example 
There are some examples of security email solution using standard interfaces based on smart cards. 
Now Microsoft Windows’ OS provides users with all application program interfaces for cryptography by 
cryptography API: Next Generation (CNG) put forward by Microsoft is the long-term replacement for the 
CryptoAPI, and it is designed to be extensible at many levels and support for all required algorithms 
including ECC and any other user-defined algorithm. As a basic structure of CNG, key storage provider
KSP [7]is mainly used to store private key, and perform some cryptographic operations related to 
private key such as signatures. KSP could guarantee the security of private keys, that is, once the private 
key is stored, it will not be read.   
Now the general way is to store the private key and certificate in a smart card to enhance its 
confidentiality and identity, meanwhile KSP in CNG could just provide corresponding model and 
interface to connect and communicate with smart card,then the private key could be safely stored in the 
smart card with specific function  such as encrypt or signature to keep the safety, reliability and 
specificity of application. Therefore it is convenient to use standard interface with smart card to solve the 
security of email. 
4. SECURITY AND PERFORMANCE 
The proposed algorithm has the following advantages: first of all, the private keys for signature should 
not be gotten out of the hardware, the private keys for encryption could be chosen to be back up in server 
to increase the ability of recovery or not to be backed up to increase the ability of security; Secondly, the 
certificate management which designed in the smart card could reduce the complexity of the software 
structure with mature interface specifications such as KSP, and it may also enhance software’s 
compatibility and scalability. Certificate and corresponding public key cryptographic functions use ECC 
algorithm which is one of the most important cryptography, and compared with RSA it is already widely 
used, the ECC algorithm has the advantages of having small key size, low bandwidth and high encryption 
speed. The multi-factor authentication scheme combining passwords to fingerprint based on smart cards 
could better ensure the security of information. 
5. CONCLUSION 
Email has become the most important communication tool in modern Internet society and its security 
is an important issue that can’t be ignored. In this paper we describe a design of security email using PKI 
constructor. Compared with IBE, PKI still has its unique advantages especially based on smart card, with 
which we could easily complete encryption and sign functions that are necessary for today’s E-mail 
security. Also, the E-mail server’s security problem is worth studying. 
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